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This supplement exnds on the guighce in the baic instruction by provithg AFM C-speific guidarce
and policy interpretdion. It aso implemerns AFPD 33-1, Canmard, Cortrol, Communcations,and
Computer (C4) Syems. It appliesin pat to all Air Forcepersonnel activitieexcluding the Ar National
Guard (ANG) and the Unitd States Air ForceReserve. It aso apples to all ontractor pesonnelwho
marage Air Force praggrams ad the reords associated with them, using edctronic mail as a mens of
official communications.

AFI 33-119,1 Mar 99, is supplemented as follows:

1. Use of e-mail to condud official business tales the plae of pper-baed communtcatiors. Do not
print information to paper or madis hard copy to reipients if eemai can rech all inended recipents.
E-mail takes tk place of hard coy communications. It is illegabtmodify official e-mai received,as it
constitutes an dicial record transaction. Civil and criminal penalties can be imposediigul disre-
gard of protedion of agency records, which includese-mail and other kinds of records, regardless of
media.

2.22. AFMC polcy is to use e-maibs well asthe Wald WideWeb, as a busiss tool to conduct oF
cial bisiness. Functional nmnagersshouldstandardiize hav e-mail can facilitate work n progress.

2.3. MAJCOM OPR is HQ AFMC/SC.ThelInformaticn Managementl/1) functional GPR is responsi-
ble for writing pdicy and procedures on how use autanation, i.e, arecords management application
(RMA) software, to manageectronic records. Many e-mat are record in reture; however, until RMA
tods are available, follow this suppleent to marage e-mailas records.

2.3.2. MAJCOM molicies descibed within this sipplement are, in sane casesmore restictive. In
AFMC, if a WorkGroup Manager(WGM) pasition exiss, thissameindividual ®rves as the Functional
Area Records Maager (FARM). The WGM/FARM oversee the managenent of all organizational
recards, regardles of media. The WR/FARM should inteface with theCentalized Network Control
Center (CNC), end uses, and the bserecords manager to ensure e-mail is prbpmareged as records.
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2.6.1. Commancers policiesshoud encouage use of e-mail as a way tatwally conduct baness and
move awayfrom the pactice to staff work using paper method. Commanders will develop, publish, and
train al employees o local policies. Make surelocal policiesdo nd contradict A7l 33-119 @ this sup-
plement.

2.6.3. Commandergnsure there igcategory in the &seclearance gperwork for all employes to \erify
with theFARM, suewisor, WGM/FARM, or email administrator that all official recrds have been
properlytrarsferredfrom desktop, useidD accouns, disketts, etc, into an dficial electronc recordkeep-
ing location. Commanders ewre the appropriate people coandte an clearance paperwde that this has
been accomplisd prior to emmail accourt cancellation. The WG®I/FARMs will sign off on base clar-
arce paperwork, \erifying that the deartingindividual has properly screened theirhard drive and net-
work shared drive folders teensureofficial electronic reords areproperly identified and trasferred to
the appopriate locatior{see paragaphs 8.3, 8.4.2, and 8.22.1). WGM/FARM signature also exres
no restrictd information (i.e.jndividual information) isleft on the hard drive.

2.7. Upon RMA implenentation, the RMAadministrator will ensure email is managed as b€ial
recordsaspart d their overallelectronic reords dutes. Recordsduties dscribed bebw pertain 6 the
e-mail administratd WGM/FARM in the CNCC. End-user recordiutiesarecovered in paragraph 8 as
supplemented.

2.7.1. Congct the base records managto receive sigcialized records managnent trainingneeded to
ensure email is properly managel as official records.

2.7.4.3. Added) Administrators will verify approval with users of individual e-mail accounts and the
organizational e-mail account owner prior to destroying e-mail from the nail server. Individual wsers
must,where pasible, de¢te nonrecord items.

2.7.5. (Added) The CNCC has werall regponsibility. The RMA administration will provide records
oversight and advice toend-users. UWdtil AFMC instdls records nanagement software applications on
LANSs, WANS, etc.,preservation of e-mail, asrecord,restswith theend user.

2.75.1. (Added) E-mai admnistrator advisesend wsers when theire-mail storag space nar's memory
capacity. End users may justif need for greater storage capity when amount oé-mail is deemed &f
cial recordsand/or on-lne acess is requed.

2.7.5.2. (Added) End user requests additional storage space through WGM/FARM and supervisor to
e-mail adminstratar.

2.7.53.(Added E-mai administrator a end-tser ensures official eimail is maintainedn aformat which
cannot le modified. Such storageapability serves asn eletronic staging area @ AFI 3713€, Records
Dispasition—Procedues ard Resporsibilities).

2.8. E-mail end-users include gennment, cormector, foreign nationals, volunteers, & alihers who are
granted an e-mdiacacourt on agovernment email system. All must read this AR and supplementrior
to receiving a @savord to a governmedre-mail acourt. Reading this AFI, ansupdement, costitutes
basline knowledge bthe laws governing usef governrment e-mail resoures and is cosideredinitial
traininc. Annualrefresker training is also requed for contractors antbreign nationalsTraining may be
included with other computsecurity and/o security awarerss training and edation (SATE)(see AFI
33-204,SATE Progam and as supplemented,&aAF| 33-202,Computer Seaity Prograr, and assup-
plemented If commandes require more detailed initid training, it mg be delegted to the communica-
tionssquadronusing thissupplement (see para 2.6L in AFI and assupplemented.
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2.8.1 Use only organizational e-mail@ints to tansmitofficial or formal e-mail. If desired, include an
individual user accourt as a'cc’ onthee-mail. (Thiswould srve asa‘headsup’ of taskings,susperses,
etc.) Formrecord purposs, al e-mail sent @ received via aganizational email accounts costitute official
records. Use Attachment fadded) to decide when-enall is official or formal. Formal e-mail conditutes
official taskings, progam-specific information, etc, which apply to erformance of official and autho-
rized official duties. Informal e-mail is conslered general ¢ the workface, not relateda the duties of
the workfarce.

* An example of an organizational or formal e-mail wodlbe notification of a tsking to reporto a
center orsquadron commander,ehesults of a unt complance inspection (LCI).

* An example ofan informd e-mail woutl bean announement of a blod drive on the ins#llation.
This ma be corsidered non-record or infmationd only.

2.8.1.1. (Added Firstline syervisars provide/document refresher training. Suggested format is at
Attachmeni8 (added. Documerninitial andannual refesher training n personnel records.

2.83. Sent and received infonation must be maintaing as @t of thee-mail record itslf only when the
e-mail constitutes orders, direction, or policy of commanders and two-letter directors at Headquarters
level. Sub e-mail must berirsmitted via organizational accousnit Other e-mal users shouldetain sent
and received information oy when t will add valued the email record itself. Generally speaking, this
kind of information is reeded to support decisions and adions of AFMC, especially when the persons
sending oreceiving the e-mdiare critical to validating such decisiors actions.

2.8.5. Recommered level of appoval is first linesupervisor. However, Isa{evel appoval is required
on wse caitributing to meeting Air Force msdon andassigned dutis. Commarters nay delegate this
authaity to sugervisors. At HQ AFMC, approval levé is the dvision chief. Individud approvalfor each

nondficial Air Force list server isrequred.

2.8.8.(Added) Encouageuse of home paget post informal a informationddata @ interestto custom-
ers outside therganiztion. Thiswill help avod saturating thenetwak and avad slowing down traffic
on the system. Post internbinformation on electronic biletin boards. Don't broadcsa information to a
wide audience if one of tk abowe methodswill serne thesame purpos

3. AFMC organzationsmust establish and e organizatioal acounts to trasmit and reeive official
taskings, information,etc., when pesible. Wse organizationaaccountswhen tting up mail groups in
lieu of userID accounts. This mimizes number bchanges ecesary to keep groups current. Sokeu
of the organizationalaount to conducgovenmert business wilsimplify and standardize official com-
munications. Information tansmitted andeceived via eganiztional accounts costitute oficial records.

3.1.1. E-mail users ard systems admingtrators(to include contractopersonnel) mudbe trainel on pro-
tection of individual informaton per the Privacy Act of 197« Base Privacy Act officers condct such
training when SAE training doesn't cover this aredhe Freedom ofinformation Ac (FOIA) requires
agendes to repond to reuestsfrom the pblic for accesgo or copies of official information. This
includes requ&s for e-mail communications. See DoD R 540R,7Air Force, and ARMC supplements
to same for specific guidance o FOIA processing. Contact base H@ manageffor specific advice.

3.1.4.(Added) E-mail savedstored asan dficial record mustbe saved in anunalterable file.
3.2. Itis AFMC polcy to only transmit taskingsvia organizationiae-mail accounts whempaossible.

3.2.1. Individual e-mail accounts should not be wsed to transmit official taskings. The same dain of
command rles apply @ing e-mail as they do whestaffing hardcopy pekages. Taskingare levied on
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the appr@riate reeiver by the supervisor. Taskings reeived by other than throgh the clain of com-
mand may b referred to tle supervisor fo confirmation. Working files may beome dficial recordsat
the contusionof work-in-progress adions. Use bworkflow sdtware to route, coadinate, request
action, report results, etc., is onemehod of handling work-in-progess. Mantan accountability of all
commens, dréts, etc., until conclwsion of workin-progess. If afinal decison, document, actigretc.,
resuts from the workin-progress, ensure labpproprate bakground mderids are treéed @ official
recordsat thattime. Usually therecord serieslesciption (tableandrule) from AFMAN 37-13¢, Records
Dispasition Schedul, providesinformation on whether backgrodmaterial must beetained as pat of
the recordset.

3.2.11. (Added Exception to this @licy existsif web-based coordinatiorr gtafing will suffice.
Regardlss of whet automation isusel to coordinate ashstaff work, ensure tre procedures are pukhed
andfamiliarize al persomel. Workflow, which includes the abil/ to do suspens&acking and document
managementshould provide tre bestefficienciesand effectiveness for condiing business.

3.2.1.2. (Added) If usme-mail to obtaincoordination on attache electronic documents (memamdum,
SSS), recomnend procelures be deeloped b ersure neeled revsions are acomplished by the offices
suggeting revisions.

3.21.3. (Added)If staffed electronically the office n which the sigatureis obtained:
Makesall final correctiors.

Annotages the electronic oficial file copywith the correct date aratids tle “//Signed//” abowe the
signature block.

Filestheelectronicrecord in the designated kion on thefile server.
Notifies the original OPRhat thepackage i€ompleted.

3.2.2. E-mailusers are rgponsible for the corgnt of the e-mail thegreate andend. Wten posible,
send e-mdj which is official in nature via an organizational email account.

3.2.2.1. Wtlen ushg organiational e-mail accouns, the sender nay chaoseto ersure takings quikly
reach tle intendel receiver by including them asa“cc” addresee.

3.2.3.3. If the systam cannot provide a unique identifier, publish procedures in the dfice ingruction
which provices standard pre@edures a how organizational accounts areused to conduct bsiness.
Empoyees (primary/altemate) who are appointed to naintain organizaional e-mail accounts mustbe
trained on howd forward it to the properecipient. Foaccomplshment of taskings,the person maintain-
ing the organizational account may needdrward all taskingdo the appropate level suprvisor. The
supervisomwould then task the appopriate employee yforwarding taskingto tha account. Ead orga-
nization mustedablish written piocedures to ensureincoming organizational e-mail is read and acted
upon pomptly, and outgoing organizationahasil is released only aftespproval by the relesng authar-
ity. Ensure al staff ae trained on ge of organiationd accouns.

3.3.1. Oficial use may include commigating wih contractors, members of the publia; agencies out-
side tke DoD, depending upon émature d the position. Be sure to protect the interests d the govern-

ment when communicating outside the DoD. This means not providing restricted, sensitive, or other

protected information outsidéhe agency. Kep in mind that some infmation within theagency includ-
ing unclasified shoud only be shared ora need-teknow bass. Privacy Act-related infomation is one
example.
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3.3.3.1. Recomnended leel of approwal is first line supervisor. Base approvd on use contributingto
meeting Ar Force mision and asigned duies. Suggst subsribing to aganizational account$versus
individual accouns), if possible.

3.3.34. There & many kndsof unclassified, but resticted, iformaion within AFMC. Exampes
include: Scientific and Technological Imfoation (STINFO), For @icial Use Only (FOUOQO), PA, and
proprietary. When in doubt seek advice from tle appopriate progran OPRs.

3.4. (Added) Calendrs. When e-mail programsffer calendaring featuresse them, as much as pssi-
ble,for scheduling metings, workshops, &t, rather than @mntaining paper elendas. Encourageshared
views and calendaring cgpabilities © improve onfirmation datesand times with multple participants.
Calendargor commanderer higher meet tadefinition of anofficial record unless designated otherwise.
Conta¢ the FARM, WGM/FARM, or base records managéor clarification.

4. Commanders shouldaetiadize proceduresor electronic coordination & e-mailpackages. At amin-
imum, coordinate e-mail wh all appropriate/afected dfices pior to releae. Existing chain of command
policiesfor coordinating, rdeasing, am replying to adninistrative communicaions gply to email.
Ensure outgoimy organizational anail isreleased oy afterapproval ly thereleasing autharity.

4.2. Formsor memorandum attaeti to the e-mail transmittanust havea signature fasimile ard adate
to signify afinal product (not a draft. Referto AFI 33-360,V2, Forms ManagemeriPrograr, for spe-

cific guidance. For standard foms, wse the dectronic sgnature aplication in the standard e ectronic

forms package or other adhorized forms developmert padage forthis purpose. (Refeto AFMAN

33-360 fa official form use and to AMAN 33-326, Preparing Official Communicatio for memoran-
dums)

6.1. Authentication of Air Force reords is described in AFI 33-321, Authentication of Air Force
Rewmrds. Paragraph 1.3 defines electronic authenticaion. E-mail correspadence requiring speific
authentication ashsert via organizationaaccountshoud be creatd in foomal memaandum format (ge
AFMAN 33-326). Otherwise attach a formal, authenticated memamdum to trarsmittal e-mailfor pro-
cessing, orcopy the memo ind thebody ofthee-mail. When in doubt, fanat e-mdisimilar to aformal
memaandum wih signature block, tite, etc.

8.33. (Added) t e-mail is ‘broactast’ to multipe addresees to user idcaounts, thereceiver is getting
an iformatian copy. One examplef@ nonrecord, anformatian copy, is an announcementanfofficial
director’s call. Destroyinformationa e-mal sent orreceived via user ID accoungs soon as posible. It
servesasreference pnorrecord materidonly. Recipientdo nd have o store ther copy as a official
record. Instead,they needo annotate theicalendar®f the event.

8.35. (Added) Use the guide in Attachment 7 (Added) to deteriwhether a particularmail muwst be
retained for record pumposes. When n doubt,contactthe WGM/FARM/FARM or base records manager.

8.4.1.2. OPRs (infmation owners) must identifgiore, maintainand dispose of oficial e-mail by their
speific record series (retentipnif the LAN daesn’t provide DISAcertified COTS software designed to
manage elgronic files by reéention, OPRsmust esure tley are properlystored and retriesble for the
life (retention of therecords. Note that by printing at an emai message on papetfor filing purposes may
not legally sasfy record lave. Theelectronic version, containing docuent macro information, may &b
be maintaired in electronc format if possible. Whenattaching documents (Word,owePoint, etc) to an
e-mail; maintain them with the e-mail heeded forecord purpose Note: Onlystore one copy of any
record. Should muiiple e-mails addres the same attaclemt or attachments, stotke attachments only
once insuch a way that theyan be cras-referenced to the approgie e-mai(s). If e-mail ransmitted
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contins the ‘FOR THECOMMANDER'’ line, include trasmission data, nameg) of sender, addressee
information, and date/time the ssagewassent as partfothe officialfile (see Al 33-32]). If e-mal is
informational onlyyet gill determined as anfficial record it is optional tosave addessee information
and date/the message wassent. If required, store copyfae-mailon a network dve which allows multi-
pleview/read acess only. Ensurethe official electronc record canniobe modified.

8.4.1.4. Use d organizational mailboxes generally shéistherequirementd identify users. If sending
to aprivately created group e-nail list and the ‘FOR THE OMMAN DER’ line was used, icude he
complete It of addesseesin the eletronic file. It isthe commane’s option tosavethese lists for addi-
tional or future transmsons If the e-mail padkage albws, save receipt information of &skings from
commandeor higherlevels. Receipt iformationmay also be maintained whenrélaes to dher e-mail
mesages.

8.4.1.6. When receiving e-mail determmed as an oficial recordfrom ouside aganizational conl in the
individual 1D aacount,thefollowing should B accomplishedfi possible:

* Requestkendetto use organizationaccount for futue transmisions.
» Staf e-mal through organizationlamail accountfi action is neeckd.
» Filee-mail received in the appropriag location for storag of official files (see above).

8.4.16.1. (Added) Theowner of the informdion (official record) content in e-mals is responsible for
proper collection, maintenaa, and dispstion of it. Information owners areesponsible f@ reviewing
e-mail and making recommendationstagestriction from releae to the pubt or other agencies. Rec-
ommendations should be madeafter comparng e-mail content b governing directives and or statutes,
which mg apply. When in doubt,contact tle FARM/WGM/FARM, baserecords managr, or locd legal
office.

8.41.6.2. (Added) Email usersmust maintain e-mail by itsecord series(table and rule fom ARMAN
37-139). It will becone the same asll the official recordf the office for al email exceeding 2 years
retention regadless ofwhetherit wastransmittel or received via organizationd e-mal account.

8.4.1.7 (Added) F determining an e-mis dfficial in nature, e-mail use(sr information ownersjile or
archive e-mairequiring retention of 3 yearand up toput not including, permanent retentionamedia
designated fiostorage ofofficial electronc records.Prior records manager apprdvarequired ® main-
tain official electronc records (see AFMAN 37-12:Managenent of Recads).

* The e-mail administratdor e-mail serve administrato) will store all e-mail €nt and receivd via
organizational @countsfor 2 years[See paragrap 3.1.4 (Added). The administrator wilensure:

» All stared e-mail is retievable upao request, withassociatedattachments.
* All stored e-mailcannot k@ modfied in ary way.
* All stared e-mail is identifiable ypthe autholand/ar receivers.

* Procedues must bedevelopedd migrate email in conjunction with insertion of new technology
to enswe acessihility/readability ofe-mail.

8.42.21. (Added A recordkeeping sfem on a network is defined as hardware and softivetellows
for electronic search and reiteval, storage @ the electroit file which automates the disposition instruc-
tions fa eachrecord series, and which will enste theelectronic file is maintained for its legally-defined
timeframe. If this featwe is not availablethe owne of the infamation must manually seen the elec-
tronicfiles at least annually b perform disposition actions.
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8.4.2.2.2. (Added) Until RA is in place, owners of themail docunents will store all official e-mail on
an alternate mediayuch as c: drive ofloppy dskette,according taetention requiremere. The WGV/
FARM is a major partipant in the development of a standard wastéoe such material andsgs with
implementation and ovesight.

» Asan example, iin office maintais 3-year, 5-yearand 10- year records,ablish a sparate stor-
agelocation for each retention.

* In thisexamplejf storing on dskettes, label threeseparate diskettes with therequired ifiormation
- one for 3year files; one for Syear files; and one for 1§ear files. This wil simplify destruc-
tion; information on oneisk will have sameretentionrequirements.

8.42.23. (Added If the ugr determines the e-mail sentreieived is considerewecord in natue, it is
his/her sole rgponsibility to movesuch e-mailo an autheized recordkeeping storage location ocontact
the WGM/FARM for asistane.

8.42.24. (Added) Owners b official recordcopies d e-mail, sent oreceived, may storeit on either the
c: drive or a floppy diskette f the RMA is not in place.Make sure the locatiocolumn ofthefile plan
shows electroic storage iformation and that the records recpents in this supplemerdre met.
NOTE: Pamanent retention recordaustbe retaind in hardcopy (a papej in order o satsfy National
Archives and Records Administration criteria.  Contact the WGM/FARM for assistance if desiring to
keep permarnt e-mail or other official recosin electronic format.

8.4.2.2.5. (Added) &adlessof which driveis used,set upasubdirectoy by folders which dscribe the
apprqriate recod seiesof the e-mail. Obtain ths information from the RMS-approved fie planfor the
office.

8.4.22.6. (Added) f staing on diskettes, label them using idéyiig categories similar to the examples
listed kelow:

OFFICIAL FILES

OFFICE SYMBOL

Item numbgs) from RIMSfile plan,table(s) ad rule(s)
CLASSIFICATION/OTHER RESTRICTIONS, i.e., PA, etc.

8.4.2.2.7. (Added) File floppgtiskette in the first file folder of the fileabinet for the official reords.
This folder contains the hard copy the RMS file plan. F the ofice does not have hardopy (pager)
records, file thediskette nalocation that clearly dggnates t as containingtheofficial files of the dfice.
Note Always back-p electronic recordstored on dskettes olocal harddrives.

8.42.28. (Added) Screen skette/dive at leastannually to erasor dekte thoseslectronicfiles eligible
for destruction.

8.42.3. Irformal e-mail content (that which isrs or received via ser ID accountsphould not be offi-
cial, orrecord, in natte. Instead, it shoud be deemed asformational ornon-recordand cosidered of
trarsitory value to the individual a agency. Storage ofnot longerthan 90 days isecommended.

9.21. Internetsare corsidered ugecural. Therefore, cosider all e-mail traffic via irgrnet, at a mini-
mum, to be sersitive but unclasified (SBU). Use encrypton as requied to protetinformation content.

9.2.3. If suspecting unauthorized use or @ss to e-mail or other AlSmmedately contat the WGM/
FARM, e-mail adnministrator, or supevisor.
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9.4.2. Do not transmit individual iormation potected by the Privacy Act (see AR 33-332,Air Force
Privacy ActProgram) over unsecured email, the Wotd Wide Web, orinternet without encrypin. Do
not transmit indivdual information overe-mail or Internet without encrygion. If ercryption capabiliy is
not avalable, usefaxogram, reguar mail channels, or expressmail to transmt information (see AFI
33-332for addtional information).

94.2.1. Newr snd individual informationabout an individual, to nclude name Inked with SSAN, to
groups of people. The Priva&ct requres only providing individual inflanation b an authorized indi-
vidual. Generajl speakingthiswould be a sugrvisor or authorized personnel tite staff member. Con-
tact the base Privacy At officer or legal office for specific advie.

94.2.2. (Adced) Never create a datbase or AlScontainng two or more individual identifiers without
proper appoval asa Rivacy Act(PA) system @ records (see AFI 33-33 and AFMCsupplement).

9.4.2.3.(Added) Pria to converting a hard copy PAssgm ofrecords to electroit media,contact the
base PA officer ahbase recordsanager fo advice.

9.4.3. Mark information exempt urell the FOIA as For Qicial Use only ard encrypt pior to transmis-
sion over the Internet oe-mail.

9.6.4. (Addegl E-mail Secuity. The CNCC will routinely monitoraccounts fo possible vidations(i.e.,
receipt of pornogaphy), aml report through appropriatehannes. Such reporting will gpy to senérs
and reeivers. Investigative agenies, ie., OSI, will be povided individual e-mailaccount information
(audit trails, history) upan receipt.
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Attachment 7 (ADDED)
HOW TO DETERMINE AN E-MAIL'S ‘OFFICIAL RE CORD’ STATUS

A7.1. All senders and recipients ofneail must be ableo ansver the following. If the arswersare all, or
mostly, yes,you are responsilde for mantaining official records. If ansvers result n no, he e-mal is
non-record, or informational in value. Always ask the Functional Area Records Manager (FARM) or
Work Group Marager (WGM) for assistance f unclear asto the nature fothe e-mail. | arswers result in

an offi cial record category for the e-nail, the ecord must be redined for the legal retention of such a

record.

QUESTION(S) TO CONSIDER

Did | create the e-mail?

Does the content pattachnent to thee-mail directly relate tomy progam,
project, pasition with the government o othe official capacity?

Did | provide opinios, advice, or mison-specific commerg?

Did | obligate tle organization bagency m any way?

Does the content of the e-maiflect the content of othelecords maintained
inthe dfice regardless & media?

Havel been identied o tasked @ perform some action?

Am | involved in the comnt of the e-mail in other ways, suak, meetings,re-
views, et?

Did my supevisory chain transmit the enrail to me wih directionsto peform
in some way?

Is the subjed matter somethingelated to thefunction or mission of the aga-
nization n general or iy position/pogram n paticular?

Do | aready maintain offcial records, inany media, o the samesubject or
content?

Does thematerial desribe agency methodprocesses, policies,and deaions
or does tle material affect the pulbic?
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Attachment 8 (ADDED)
SAMPLE E-MAIL TRA INING OVERV IEW

Training Categories | Local Subject Matter Expert/ References Material
Phone/e-mail* Briefed (X)
SECURITY E-mail adminstratar or AFI 33-202/AFMCSup 1
COMSEC/OPSEC section
Information Seaurity “ Speafic AFI or AFMC Sup
OperationbSecurity “ ‘
System Security “ “
PROFESSIONAL E-mail administratoor superviso | AFI 33-119
COURTESIES
LOCAL Ol Author Ol Number
USER Self Explanatory AFI 33-119 AFMCSup 1
RESPONSIBILITIES
RECORDSMGT FARM AFI137-123, AF1 138, AF139,

REQUIREMENTS

AFI 33-119_AFMCSup 1,
AFI 33-322

AUTHORIZED USE | E-mail administratoor superviso | AFI 33-119
UNAUTHORIZED “ AFI 33-119

USE

SYSTEM OPSAND E-mail adminstratar AFI 33-series
CAPABILITIES

PRIVACY ACT FARM or PA monitor AFI 33-332& AFI 33119

REQUIREMENTS

PUBLIC RELEASE

FOIA monitor orsupavisor

DoDR5400.7, A~ & AFMC

OF INFO/FOIA Sups, AF 33-119 &
AFI 33-129

OTHER:

EmployeeSignature Supeavisor Signaure

*List specific pasomel in this column. Entriesrepresert suggested expets.
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